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1. Document Information 

1.1 Revision History 

Date Version Description 
26th August 2019 1.0 Launch of the Online Payment System 

22nd September 2021 1.1 Deployment of Enhancements to the Online Payment System 

14th March 2022 1.2 Inclusion of the BOV payment facility to the Online Payment System 

6th August 2024 1.3 Updating BOVΩs payment facility 

Table 1: Revision History 

1.2 Purpose and Structure 

The purpose of this user guide is to provide general information and step-by-step instructions on how 

to use the Online Payment System. Furthermore, the User Guide includes a description of the 

functional and navigational capabilities of the system. This user guide is intended for Economic 

Operators (both Clearing Agents and Importers). 
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4. General Use 

4.1 Malta Customs Information Portal 

The Online Payment System can be accessed through the Malta Customs Information Portal under 

Electronic Systems, then under Customs Electronic System (CES) [Figure 1]. 

 

 

Figure 1: Malta Customs Information Portal 

 

To proceed to the Online Payment System home page, the user must select Online Payment System 

[1] from the Customs Electronic System (CES) Web page [Figure 2]. 

 

Figure 2: Customs Electronic System (CES) 
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4.2 Login 

User must input a correct username and password and then click Sign in [Figure 3] to access the 

system. The username of the user logged in will be displayed on the menu bar. 

 

 

Figure 3: Login Screen 
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4.3  Dashboard 

A list of pending Invoices submitted related to the EORI Number linked to the user will be shown 

[Figure 4]. tŀȅƳŜƴǘǎ Ŏŀƴ ōŜ ŘƻƴŜ ǿƘŜƴŜǾŜǊ ŀ ŘŜŎƭŀǊŀǘƛƻƴΩǎ ǎǘŀǘǳǎ ƛǎ !ǿŀƛǘƛƴƎ tŀȅƳŜƴǘΦ The list of 

pending declarations displays the Transaction Date, Reference, Debtor EORI, Delegate EORI, Type, 

Amount Due, Balance, Status and Print Invoice which can be sorted either by ascending or descending 

order.  

By clicking the username, the Logout option will appear for the user to logout from the system [2]  

 

 

The user can download the invoice corresponding to the reference number by clicking the Print 

Invoice icon [3]. A sample invoice is shown in Figure 5. 

 

 

Figure 5: Invoice 
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Figure 4: Main Dashboard 
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4.4 Settling an Invoice 

Both the Debtor and the Delegate users linked to the declaration can settle an MRN. Kindly refer to 

Annex B for further information relating to Debtor and Delegate EORIs. To settle a pending invoice the 

user must tick one or more transactions [4] and then click the Proceed to Pay button [5] shown in 

Figure 6. 

 

Figure 6: Transaction Selection 

Subsequently, the user must choose the banking provider by clicking on the bank logo [6] shown in 

Figure 7. Currently this service is available for HSBC and BOV clients only. To abandon the payment 

the user may click the Cancel button [7]. If the user cancels the payment, the declaration will be 

available again for payment. 

 

Figure 7: Banking Provider 
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4.4.1 HSBC Clients 
 

In case of HSBC clients, the following Payment Details form will be shown. [Figure 8]  

 

 

Figure 8: HSBC Payment Details Form 

The bank will send an SMS to the user with the Payment Reference and an automatically generated 

Code. [Figure 9]. 

 

 

Figure 9: Automatically Generated Code via SMS 

 

The automatically generated code must be entered in the OTP (one time password) field [8]. A user 

reference should be entered in the Narrative field [9] which will be shown on ǘƘŜ ǳǎŜǊΩǎ ōŀƴƪ account 

statement. Once both fields have been filled, the user must click the Submit button [10] while to clear 

all the fields the Reset button may be clicked. 
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4.4.2 BOV Clients 

For BOV Clients with company accounts that require Dual Signatories as per company policy, please 
refer to Annex C for further instructions.  
 
Upon clicking the BOV Logo, users are to use BOV credentials to login using the App or hardware 
token. Following successful login, the HVPG page [Figure 10] will pop asking users to Allow [11] or 
Deny access. Users are to click allow to be able to proceed. 
 

 

 

Figure 10: Consent 

Subsequently, the following Payment Details form will be shown. [Figure 11]. 

 

 

Figure 11: BOV Payment Details Form 
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The user must choose a bank account [12] as shown in [Figure 11]. A user reference should be 

entered in the Narrative field [13ϐ ǿƘƛŎƘ ǿƛƭƭ ōŜ ǎƘƻǿƴ ƻƴ ǘƘŜ ǳǎŜǊΩǎ ōŀƴƪ ŀŎŎƻǳƴǘ ǎǘŀǘŜƳŜƴǘΦ hƴŎŜ 

both fields have been filled, the user must click the Submit button [14] while to clear all the fields 

the Reset button may be clicked. 

Subsequently, the user must enter the One Time Verification code as shown in Figure 12. The user 

must scan the Cronto image using the BOV Mobile app. The app generates a code and the user must 

enter it in the Verification Code field [15]. Once the user clicks on the Submit button [16], the user is 

redirected to the next screen in which the user receives confirmation of payment as shown in Figure 

13. 

Alternatively, the user may use the BOV secure key to sign the transaction manually. The user must 

turn on the device and choose Signature 2. Then the user must enter the PIN, the transaction 

amount and ǘƘŜ ƭŀǎǘ р ŘƛƎƛǘǎ ƻŦ ǘƘŜ ǊŜŎŜƛǾŜǊΩǎ ŀŎŎƻǳƴǘ ƴǳƳōŜǊ όƛΦŜΦ 03578). Subsequently the user 

must enter the given authorisation code in the Verification Code field [15] and then click on the 

Submit button [16]. 
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Figure 12: One Time Verification 

 

Figure 13: Payment Confirmation 
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4.4.3 Successful Bank Payments 
 

Once the transaction has been finalised, the user is notified that the payment has been successful as 

shown in Figure 14.  

 

Figure 14: Payment Complete Notification 

The Payment Details page is shown including the Reference, Payment Doc, Payment No, Paid 

Amount, Payment Date and Print Receipt [Figure 15]. The Print Receipt [18] option button is available 

for downloading the Cash Receipt [Figure 16]. The receipt is always issued in the name of the Debtor 

EORI. By clicking the Back to Previous Page button [17] the user will be directed to the main 

dashboard. 

 

Figure 15: Payment Details 
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Figure 16: Cash Receipt 

The settled declaration will now be available on the Paid Invoices List [19]. The user can access the 

paid invoices by clicking on the menu item Invoices for Payment and then clicking on Paid Invoices 

List as shown in Figure 17. The user can go back to the main dashboard by clicking on the Pending 

Invoices for Payment menu item. 

 

Figure 17: Paid Invoices Screen 

The user can specify search criteria to filter results and look for a particular declaration. If the user 

clicks on the Search button [20] without entering any search criteria, the user is provided with a list of 

all the paid invoices as shown in Figure 18.  

 

Figure 18: List of Paid Invoices 

Cash receipts can be downloaded by clicking the printer icon under the Print Receipt column [21]. 
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4.5 Suspense Payments 

Suspense Payments can be done whenever a declarationΩǎ status is Selected for Control. Both the 

Debtor and the Delegate users linked to the declaration can perform a suspense payment relating to 

an MRN. Kindly refer to Annex B for further information relating to Debtor and Delegate EORIs. The 

user can access the Suspense Payments Screen by clicking on the menu item Suspense Payments [22] 

shown in Figure 19. Through the Suspense Payments screen, the user can input an MRN in the field 

[23] and click the Search button [24].  

 

Figure 19: Suspense Payments Screen 

Once the user enters an MRN and clicks on the Search button, the user is shown the declaration 

details including the amount to be paid [25]. To proceed with payment the user can click on the 

button Proceed to Pay [26] shown in Figure 20. 

 

Figure 20: Suspense Payment Details 
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Subsequently, the user must choose the banking provider by clicking on the bank logo [27] shown in 

Figure 21. Currently this service is available for BOV and HSBC clients only. To abandon the payment 

the user may click the Cancel button [28]. If the user cancels the payment, the declaration will be 

available again for payment. 

 

Figure 21: Banking Provider 
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4.5.1 HSBC Clients 
 

In case of HSBC clients, the following Payment Details form will be shown. [Figure 22] 

 

 

Figure 22: HSBC Payment Details Form 

 

The bank will send an SMS to the user with the Payment Reference and an automatically generated 

Code. [Figure 23]. 

 

 

Figure 23: Automatically Generated Code via SMS 

 

The automatically generated code must be entered in the OTP field [29]. A user reference should be 

entered in the Narrative field [30ϐ ǿƘƛŎƘ ǿƛƭƭ ōŜ ǎƘƻǿƴ ƻƴ ǘƘŜ ǳǎŜǊΩǎ ōŀƴƪ ŀŎŎƻǳƴǘ ǎǘŀǘŜƳŜƴǘΦ hƴŎŜ 

both fields have been filled, the user must click the Submit button [31] while to clear all the fields the 

Reset button may be clicked. 
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4.5.2 BOV Clients 

For BOV Clients with company accounts that require Dual Signatories as per company policy, please 
refer to Annex C for further instructions.  
 
Upon clicking the BOV Logo, users are to use BOV credentials to login using the App or hardware 
token. Following successful login, the HVPG page will pop asking users to Allow or Deny access. 
Users are to click allow to be able to proceed. 
 

The user must review the consent screen and all its contents and press the Allow button [32] to 

provide consent as shown in Figure 24. 

 

Figure 24: Consent 

 

Subsequently, the following Payment Details form will be shown. [Figure 25]. 

 

 

Figure 25: BOV Payment Details Form 
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The user must choose a bank account [33] as shown in [Figure 25]. A user reference should be 

entered in the Narrative field [34ϐ ǿƘƛŎƘ ǿƛƭƭ ōŜ ǎƘƻǿƴ ƻƴ ǘƘŜ ǳǎŜǊΩǎ ōŀƴƪ ŀŎŎƻǳƴǘ ǎǘŀǘŜƳŜƴǘΦ hƴŎŜ 

both fields have been filled, the user must click the Submit button [35] while to clear all the fields 

the Reset button may be clicked. 

Subsequently, the user must enter the One Time Verification code as shown in Figure 26. The user 

must scan the Cronto image using the BOV Mobile app. The app generates a code and the user must 

enter it in the Verification Code field [36]. Once the user clicks on the Submit button [37], the user is 

redirected to the next screen in which the user receives confirmation of payment as shown in Figure 

27. 

Alternatively, the user may you use the BOV securekey to sign the transaction manually. The user 

must turn on the device and choose Signature 2. Then the user must enter the PIN, the transaction 

ŀƳƻǳƴǘ ŀƴŘ ǘƘŜ ƭŀǎǘ р ŘƛƎƛǘǎ ƻŦ ǘƘŜ ǊŜŎŜƛǾŜǊΩǎ ŀŎŎƻǳƴǘ ƴǳƳōŜǊ (i.e. 03578). Subsequently the user 

must enter the given authorisation code in the Verification Code field [36] and then click on the 

Submit button [37]. 
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Figure 26: One Time Verification 

 

 

Figure 27: Payment Confirmation 
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4.5.3 Successful Bank Payments 
Once the transaction has been finalised, the user is notified that the payment has been successful as 

shown in Figure 28.  

 

Figure 28: Suspense Payment Complete Notification 

The Payment Details page is shown including the Reference, Payment Doc, Payment No, Paid 

Amount, Payment Date and Print Receipt [Figure 29]. The Print Receipt [38] option button is available 

for downloading the Suspense Payment Receipt [Figure 30]. The receipt is always issued in the name 

of the Debtor EORI. 

 

Figure 29: Suspense Payment Details 

 

Figure 30: Suspense Payment Receipt 

The user can also access the pending suspense payments list by going to the Suspense Payments 

menu and clicking on the Pending Suspense Payments List [39] shown in Figure 31. 

38 
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Figure 31: Pending Suspense Payments Screen 

 

The user can specify search criteria to filter results and look for a particular declaration. If the user 

clicks on the Search button [40] without entering any search criteria, the user is provided with a list of 

the suspense payments as shown in Figure 32.  

 

 

Figure 32: List of Pending Suspense Payments 

 

Suspense Payments Receipts can be downloaded by clicking the printer icon under the Print Receipt 

column [41]. 
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5. Errors 

5.1 Cancellation of Payment 

 

 

Figure 33: Cancellation 

When the Cancel button [42] is clicked prior choosing the banking provider on the Payment Details 

form, the below error message will be shown confirming that the payment has been cancelled [Figure 

34]. The declaration will be available again for payment. 

 

 

Figure 34: Cancellation Message 
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5.2 Time-Out 

If a user is logged in and is inactive for 15 minutes, the user will be prompted that the session will 

expire in 30 seconds as shown in Figure 35. If the user clicks on the button Stay Connected [43], the 

session will remain active. Otherwise, if the user is idle, the user will be logged out automatically. 

 

Figure 35: Session Expiry Notification 

By leaving the Payment Details form idle [Figure 36], the user will be automatically timed-out and the 

below error message [Figure 37] will be shown confirming that the payment has not been settled. 

 

 

Figure 36: Payment Details Form 

 

Figure 37: Time-out Error Message 
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5.3 Payment Information not Known 

In the unlikely event that this error message [Figure 38] is shown after submitting the payment, the 

user is highly recommended to access the Paid Invoices screen to check if the payment has been 

accepted. 

 

Figure 38: Payment info not known error message 
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5.4 HSBC Bank Return Codes 

When the Submit button is clicked on the Payment Details form [Figure 39], there is the possibility 

that Bank Codes are shown to the user [Figure 40].  

 

Figure 39: Payment Details Form 

 

 

Figure 40: Bank Return Code 

When Bank Codes are returned it means that the payment did not go through. The list of Bank Codes 

is available in Annex A. 
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5.5 BOV Error Messages 

When the user inputs an incorrect verification code or when the payment cannot go through, the 

user can encounter the error messages shown in Figure 41. 

 

Figure 41: BOV Error Messages 
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5.6 Suspense Payment not required at this declaration stage 

When a user searches for an MRN in the Suspense Payment Screen the user can encounter the 

following error: άThe Import System returned the error 'Suspense Payment is not required at this 

declaration stage'έ as shown in Figure 42. This means that a suspense payment is not possible since 

the declaration status is currently not Selected for Control. 

 

Figure 42: Suspense Payment not required at this stage 
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5.7 Reference Number not found 

If the user searches for an MRN and is shown the following error άThe Import System returned the 

error 'Reference number not found'.έ ǎƘƻǿƴ ƛƴ CƛƎǳǊŜ 43 this would mean that the entered MRN is 

incorrect. 

 

Figure 43: Reference number not found 

5.8 This form has already been sent 

If a user encounters the error shown in Figure 44 this means that the selected declaration for 

payment was already selected concurrently in a different browser and cannot be processed 

simultaneously. 

 

 

Figure 44: This form has already been processed 
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5.9 Invalid amount for payment 

LŦ ŀ ǳǎŜǊ ŜƴŎƻǳƴǘŜǊǎ ǘƘŜ ŜǊǊƻǊ άLƴǾŀƭƛŘ ŀƳƻǳƴǘ ŦƻǊ ǇŀȅƳŜƴǘέ ŀǎ ǎƘƻǿƴ ƛƴ CƛƎǳǊŜ 45 then this means 

ǘƘŀǘ ƴƻ ŘŜŎƭŀǊŀǘƛƻƴǎ ǿŜǊŜ ǎŜƭŜŎǘŜŘ ǇǊƛƻǊ ŎƭƛŎƪƛƴƎ ƻƴ ǘƘŜ άtǊƻŎŜŜŘ ǘƻ tŀȅέ ōǳǘǘƻƴΦ 

 

Figure 45: Invalid amount for payment 

 

5.10 All selected invoices must have the same debtor 

If a ǳǎŜǊ ŜƴŎƻǳƴǘŜǊǎ ǘƘŜ ŜǊǊƻǊ άAll selected invoices must have the same debtor.έ shown in Figure 46 

then this means that the user has chosen to settle more than one invoice in which the Debtor EORI is 

not the same. Multiple invoices can be settled as long as the Debtor EORI is identical. 

 

Figure 46: All selected invoices must have the same debtor 
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5.11 The MRN has already been processed 

Lƴ ŎŀǎŜ ǘƘŜ ǳǎŜǊ ŜƴŎƻǳƴǘŜǊǎ ǘƘŜ ŜǊǊƻǊ ά¢ƘŜ awb Ƙŀǎ ŀƭǊŜŀŘȅ ōŜŜƴ ǇǊƻŎŜǎǎŜŘέ shown in Figure 47 the 

user should go to the Pending Suspense Payments List to check whether a suspense payment has 

already been done for the MRN in question. 

 

Figure 47: The MRN has already been processed 

5.12 MRNs not visible following a failed payment 

If a payment was not processed successfully, and the relevant declaration/s is/are neither visible in 

the Pending Invoices List nor in the Paid Invoices List, the MRN(s) related to that particular 

transaction become/s locked. The system will automatically reset any locked MRNs after 60 minutes.  

 

  










